Filtering Ethernet Protocols

The TurboCell Station is able to explicitly bridge or deny specific types of Ethernet packets from being transported over the wireless medium. In order to setup packet filtering, proceed as follows:

1.
From the Setup Menu, select Bridge Setup... 

2.
Next to the 'Protocol Filtering' pane, press the 'Edit' button.

3.
Follow the instructions in Create a List of Protocols to be Bridged.

4.
Once you have closed the 'Ethernet Protocols' window, if you would like to explicitly allow a protocol to be bridged, select the protocol from the list and press the 'Bridge' button.

5.
Select the radio button below the 'Protocol Filtering' pane to implicitly Bridge or Deny all non-listed protocols. 

6.
If the 'Bridge' radio button is selected, all protocols not listed in the 'Protocol Filtering' pane will be bridged. If the 'Deny' radio button is selected, all protocols that do not say 'Bridge' in the 'Protocol Filtering' pane (see step 4) will be denied access to the wireless link.

7. When finished, press the 'OK' button and save the settings to the bridge.

Recommended Ethernet Protocols to Filter

Depending on your given network type, you may wish to bridge or deny different Ethernet protocols from being transferred over the wireless network via the TurboCell Station. In general, you should deny any and all protocols that your network does not use. 

For Apple Macintosh networks,  you should allow the AppleTalk protocols, including AppleTalk ARP 1 and 2 if using IP over AppleTalk.

For Microsoft Windows networks, you should allow DEC NetBIOS, and possibly 802.3 NetBEUI as well. If you wish to prevent access to the Windows Network Neighborhood, you should deny NetBIOS and NetBEUI.

For IP networks (including UDP and TCP/IP), you should allow both IP and IP-ARP.

All (other) protocols that are not used in your network should be filtered.

